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The Northern, Yorkshire & Humberside

NHS Directors of Informatics Forum

Information Governance Sub-Group

Yorkshire & Humber Area Strategic Information Governance Network (SIGN) 
Lecture Room, Goole & District Hospital, Woodland Avenue, Goole, DN14 6RX
Minutes of the Meeting held on Friday 8th March 2019, 13:00 – 16:00hrs
Present:

	Name
	Initials
	Organisation

	Sue Meakin
	SMe
	NLaG

	Derek Stowe
	DS
	Rotherham

	Caroline Million
	CM
	Embed

	Kay Hill
	KH
	HDFT

	Jo Higgins
	JH
	HDFT

	Roy Underwood 
	RU
	DBTH

	Barry Jackson
	BJ
	Embed

	Dianne Llewellyn
	DL
	Mid Yorks

	Martin Moorhouse
	MM
	Mid Yorks

	Steve Massen
	SM
	RDaSH

	Iain Twedily
	IT
	(THIS) Calderdale

	Joanne Robertshaw
	JR
	RDASH

	Nerissa Leyland
	NL
	Leeds Community Trust

	Liza Broughton
	LB
	STH

	Alison Edwards
	AE
	Doncaster CCG

	Andy Nutting
	AN
	Leeds CC

	Gurshon Nubour
	GN
	Embed

	Caroline J Britten
	CJB
	RDaSH


Apologies:
	John Wolstenholme
	JW
	Sheffield H&SC

	Peter Wilson
	PW
	STH

	Caroline Squires
	SQ
	CCCG

	Rachael Smith
	RS
	SWYT

	Kay Fowler
	KF
	Lindsay Lodge

	Tracey O’Mullane
	TOM
	HTH

	Lucy Ann Boatman
	LAB
	HTH

	Erin Wood
	EW
	Health Education England

	Jenny Pope
	JP
	ANHST

	Helen Harris
	HH
	DCCG

	
	
	


	
	
	ACTION

	1.
	 Apologies
Chair noted several apologies from members due to toolkit pressures and auditors in attendance.  

	

	2.
	  Minutes of the last meeting held on 11 January 2019 – Paper A
LB noted duplication of her initials and that of Lucy-Ann Boatman.  Lucy’s to be amended to LaB for future attendances/minutes.
With the above amendment, the minutes of the last meeting were agreed as a true record.
	

	

	3.
	Action Points – Paper B
Actions were closed or updated as required on the action log, confirming all pre-existing actions are now completed.  New actions logged.

	

	

	4.
	Data Protection Regulations
SARS – Chair raised on behalf of ToM (Humber) – 
Humber SAARC Team have been asked for a report.  Usually the Police do a search and disclose relevant information to the SAARC Team.  However the Police have responded, if the request is not a SAR from the patient, they will now be charging the Trust for all disclosure requests. 

Humber are challenging this, but wondered if other organisations have had similar experiences?

Some of the group noted that this was raised a few years ago by Police, but nothing came of it.

DPIAs – NL asked would organisations undertake retrospective DPIA’s for existing large clinical systems?  The group agreed that it would be sufficient to undertake a DPIA at the time of any fundamental updates or new flows/exchanges – using a sensible approach/reason.  RU noted that they were moving away from data sharing agreements and towards confidentiality agreements using Article 9(2)(h) powers.
Training – Chair raised issue of definition of “specialist” training?  What is a data security specialist? Short discussion took place whether IT staff, etc, were included.
	

	

	5.
	Regional/National Event Updates
ICO Conference – Chair asked the group if anyone had actually been given a place, as she applied and received email responses saying ‘yes’, ‘no’ ‘yes’,  and then ‘no - but another individual in the organisation has a place’!  Some of the group confirmed they too had received the same emails.  JH noted that she contacted ICO when she received same and they told her that the emails saying ‘no - but another in the organisation has a place’ were sent out in error.  CM noted that the event was live streamed so you could watch it, but it was noted that only the main event hall was live streamed.  AN noted that he invited a representative from the ICO to his next regional meeting but they declined.
NYHDIF Meeting – 8/3/19 – Chair noted key points as:

· Training – cyber e-learning.  GN noted that he tried to access but was told there were insufficient licences and there were none available.  It was noted that IBM offer limited licences for 3 years)
· Phishing simulator – free via NHS Digital – contact NHS Cyber to access

· Sharing Information via email (doc circulated with agenda papers) https://www.gov.uk/government/news/matt-hancock-email-must-replace-paper-in-the-nhs
· Cyber Association Network – available to join
· Office 365 – to replace NHS Mail, but organisations need to budget for costs!  DS noted that it was on the cards for years and that NHS Mail was never going to be free – it was only available for initial installation/replacement.  DS noted that Office 365 is a full suite and will replace all the local office apps.
· Secure emails – Chair confirmed that “.gov.uk” was now a secure domain.  NHS Mail have confirmed that any emails from nhs.net to .gov.uk are secure and that they have a list of secure email domains on their website.  DS noted the issue they recently had with Rotherham MBC was that their AV tool was rejecting anything that had [secure] on the subject header, but that this matter has since been addressed, hence why they are now on the NHS Mail approved secure list.  SMa asked how we were to know which Local Authorities were secure and which weren’t as the list did not list them individually?  AN noted that all Local Authorities had to be PCN accredited by end of Jan 2019 and to get the accreditation, they had to have secure emails, ie .gov.uk.  NL asked if this applied to gcsx domains such as the MoD?  DS confirmed direct from NHS Mail website that it covered .gov.uk; cjsm.net, pnn.police.co.uk; .MOD.uk, etc.  Chair agreed to circulate the NHS Mail link to the group.   https://digital.nhs.uk/services/nhsmail/guidance-for-sending-secure-email
· 
	Chair

	

	6.
	IG Education/Personal Development

· National Cyber Training - RU noted an event for Police, Fire and the NHS and asked the group if they were aware of it?  https://i-network.org.uk/2018/12/11/national-cyber-security-programme/?mc_cid=af40537c97&mc_eid=8b895c092c
He said it was oversubscribed but that there were places available on the forthcoming Newcastle and Leeds dates. 
· Data Protection Update – Amberhawk Training– CJB noted an event she attended on 4th March which covered; DP Audits/Update; Marketing; Brexit; Using GDPR as a tool to stop Data Exploitation; Problems for FOI under DPA 2018; and DP Update (News Roundup).  She found the event useful.
	

	

	7.
	EU Exit/Brexit

Identified Flows – Chair made group aware of an email she received from NHS England regarding confirmation that the below list of suppliers were being managed centrally by DCMS.
1.
Accenture 

2.
Atos

3.
Amazon Web Services

4.
BT

5.
Capgemini

6.
CGI

7.
DXC

8.
Fujitsu

9.
Google

10.
IBM

11.
Microsoft

12.
Motorola

13.
Oracle 

14.
Salesforce

15.
Sodexo

16.
Sopra Steria

17.
Virgin Media

18.
Vodafone  
Chair to circulate email to group for their information.  NL asked where ESR falls within the list?  No one was sure, Chair agreed to raise with NHSE. 

Post meeting note The NHS Electronic Staff Record Programme is delivered in partnership with IBM UK Ltd.
Chair asked the group if they have identified any flows of concern?  
Group discussion: CM said that CCGs do not have such flows, and mainly flowing outward.  Chair noted that they have come across drug trials (via Dublin) which are sent out, collated and returned, which were initial a concern, however it was identified that only a unit number was flowed and not PID.  GN noted surgical implants as the manufacturers are in the USA – although they are not part of normal data flows and are sporadic.  MM noted ongoing desk top exercises within his organisation.  

Toolkit WebEx Sessions - Chair asked the group if anyone has attended any sessions?  Several said they had tried but could not get a connection or that their connection was intermittent.  Chair confirmed the next one is 11th March 2019 at 1.30 pm, and further on 14th, 18th and 21st March.  https://www.dsptoolkit.nhs.uk/News/40
	Chair

	

	8.
	Data Security and Protection Toolkit

Training Matrix – Chair noted they have had a number of discussions regarding the training matrix assertion with their internal auditors around which staff were being included on the Matrix. Concerns were raised by the members around the cost to organisations associated with these specialist training courses and the need for centrally accessible specialist training. 

Compliance – DS noted that NHS Digital will be checking toolkit for compliance, and asked the group how many were uploading their evidence onto the toolkit?  Some said yes, some said no, some said ‘some’.  DS asked how then would NHSD check compliance if they do not have access to evidence that is not uploaded?   Improvement Plan was noted by Chair and that it was on agenda to discuss later. 
Group Discussion: achieving 95% mandatory training was still a struggle for most organisations. Discussion took place around what organisations were doing to try and meet this target and what training packages were being used by organisations including SIRO/Board training.  RU noted that he uses a training package which was designed by PW for bespoke SIRO/Board training, which he agreed to send to Chair for group circulation.  NL noted that she was sure she heard that NHSD were not providing refresher training package any more, that they were going to update the training package annually instead, and asked the group if she heard this correctly – group agreed they had heard the same.
Auditors – GN noted their auditors had taken their ToR from the toolkit guides and were therefore asking for more evidence than the toolkit was.  CJB noted she has same auditors and that following discussions with them, has come to an agreement about what they will accept and agreed to discuss with GN outside of the meeting.  GN noted that although CCGs are deemed ‘small’ organisations on the toolkit, their auditors were asking for evidence under ‘large’ organisations, ie Business Continuity Plans.  GN felt that as auditors were providing board with assurances, that he should provide the required evidence, but group were firm in that auditors work for us, and not the other way around, and that they should be made to work with “question of balance’ rather than the guides.  DL noted that the auditors have a network where they discuss working with organisations and the toolkit to ensure consistency.

2019/2010 Toolkit Update – Chair email John Hodgson (NHSD) about the next toolkit and its requirements.  John confirmed that they will be published early, but will probably be May before fully integrated.  GN asked if NHSD were amending throughout the year, is there a window where things would be changed?  Chair agreed to raise with John Hodgson.   NL asked if the baseline will be changed or removed? Chair was not sure as it was a rolling programme, but would ask John Hodgson.
Improvement Plans - Chair made the group aware of a document shared by John Hodson, NHSD ‘DSPT year-end arrangements and improvement plans’ she circulated to the group with the Agenda papers.  A plan identifying any outstanding/blank assertions yet to be evidenced/achieve, such as mandatory training, etc, can be submitted to NHSD, who will consider it towards a ‘standards not met (plan agreed)’ submission. 
Group Discussion:  LB noted that if you enter any information on toolkit, it shows it as “completed”, which is reflected in the ‘assertions met’ report, but this is not always the case, as the assertion may be incomplete, but you are not able to change this.

Data Disposal Contracts - JH asked the group if anyone had done a Data Disposal Contract with Restore, and if so, could members share knowledge

.  

Group Discussion: methods of disposal, ie smartcard/CD/DVD disposal; spot checks on contractors ensuring destruction takes place; and concerns around shredded paper being sold to China for recycling etc. 
	RU
Chair



	 

	9.
	Confidentiality, Data Protection and Freedom of Information

Confidentiality:
CCGs acting as Auditors – Chair asked the group if they use, or are they aware of, commissioners undertaking clinical audits, and what was their legal basis? Response was no.
Group Discussion:  honorary contracts around pathways therefore not clinical, but commissioners are more experienced to see what is identified - rationale; quality audits (PID) therefore not direct care and no legal basis. One suggestion was that as commissioners pay for a service but figures show service is not performing – commissioners have a right to audit or move service to another provider – therefore public interest may be legal basis.  Other suggestions – financial implication/performance implication?
FOI:

ICO urges Kent resilience planners and government to rethink Brexit advice - LB (on behalf of PW) noted for group awareness [PW emailed to group prior to meeting]. The ICO has ordered emergency planners in Kent and two government departments to review advice issued to councils in Kent on how to refuse Freedom of Information requests about Brexit contingency plans.  The ICO has written to both government departments requesting they revisit and re-issue new guidance to local resilience forums on how to handle such requests. Gill Bull, Director of Freedom of Information at the ICO wrote: “As you are aware, advocating a blanket approach to responding to FOIA requests, regardless of the detail of those requests, is wrong in law and gives us concerns about compliance with the Freedom of Information Act."
	

	

	10.
	Data and IT /Information Security

· SMa made the group aware of a spam email received by his Trust which was circulated to staff to tell them not to click on the links, but the awareness email they sent retained the spam links…!!  Chair asked the group if they are receiving more spam emails since NHS Mail, than before?  General consensus was yes.
	

	

	11.
	Any Other Business
AN – update on agenda items at their next ISG meeting:  Morcambe Bay – licence discontinued;, fees; super user arrangements; LHCRE – taking on existing users, hoping to have a discussion with Lee Rickles.
GN – Office 2010, is anyone aware of any issues/concerns? MM said old licence provider was checking who was still using it.  DS said something may be happening, but he could not say what.
	

	
	
	

	12.
	Date and Time of Next Meeting

Friday 5th April 2019, 13:00 – 16:00, Lecture Room, Goole and District Hospital, Woodland Avenue, Goole, DN14 6RX.
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